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Abstract

This session explored how the blocking of cross-border data flows is becoming a significant trade barrier for information industries that depend on open networks. This includes internet companies such as Google and Facebook, but also financial services, broadcasters and virtually any business that requires access to digital data.

While there are certain legitimate forms of blocking such as those that prevent child pornography and copyright infringement, many others are unwarranted. A number of governments are establishing obscure privacy and security rules, imposing data storage requirements or planning to install surveillance tools into their IT infrastructure that could profoundly affect the way the internet operates. The number of countries engaging in such restrictions has increased tenfold since 2002, and this has led to legal uncertainty in the online environment and economic losses for affected businesses.

The panellists argued that many of those restrictions constitute a non-tariff trade barrier under WTO rules and should receive more attention from the international trade community. To address this problem, WTO members should include protection of the free flow of information in their work, and in regional and bilateral trade agreements.

This issue is only beginning to be discussed in a WTO context, but it is critical for the development of electronic commerce and the future of trade.

1. Panel introduction

(a) Mr Ed Black, President and CEO, Computer & Communications Industry Association

While the concept of the free flow of information is generally tied to human rights and, in particular, the right to freedom of expression and to information, it is also relevant from an economic point of view. The issue has become more important in the last few years as the internet continues to grow exponentially. The internet has enabled trade in service sectors that, until recently, were considered non-tradable by economists. It erases distances, eliminates transportation and delivery costs, and connects small businesses in remote places with a worldwide market. 

It is important to remember that the internet does not only transform developed countries. The most important growth in terms of internet users in the past few years has come from the developing world. China, for example, now has more internet users than the entire population of the United States. A recent OECD report described broadband and ICT applications as having an economic impact comparable to that of the printing press, electricity and the steam engine.

Data are becoming more critical to the economy, either as part of a service, such as financial, health care, and telecommunications services, or as a means to deliver electronic goods such as digital media and software applications. Google and Facebook, two of the biggest data services on the internet, both have an estimated market value that exceeds that of Goldman Sachs, almost entirely due to their ability to make data useful to their users.

A variety of industries are increasingly dependent on cross-border data flows and the trade rules that support them, and today’s trade conflicts may just as easily pertain to bits as bananas. Paradoxically, physical trade is increasingly liberalized, yet large parts of digital trade remain restricted. 
Some questions we need to ask today include:
· Do goods and services provided over the internet deserve the same protection as physical goods and services?

· What is the legitimate scope of national regulatory authorities when it impinges on the availability of goods and services provided over the internet?

· Can the WTO adapt to an increasingly interconnected and digital world, or will regional and bilateral trade agreements supplant the multilateral trading system as the leading vehicles to handle digital trade issues?

2. Presentations by panellists

(b) Mr William Echikson, Head of Free Expression Policy and Public Relations, EMEA, Google 

Google recently commissioned studies with BCG and McKinsey on the economic impact of the internet. The results were clear: not only has the internet become a sizeable part of our economies, it has become a real driver of economic growth. In some countries, the internet is responsible for up to 7 per cent of economic activity. While the internet promises to stimulate growth and create jobs in the coming years, governments need to understand its nature to fully realise its potential.

For Google, the free flow of information is essential on a number of levels. While Google sees this issue mostly from a human rights perspective, it also has a direct impact on Google’s core mission, which is to organize the world’s information and make it useful and accessible. It also has a direct impact on Google’s ability to do business since it cannot deliver its services in the case of severe data flow restrictions.
Restrictions can be temporary or permanent, partial or complete, as in the case of Youtube, which is completely blocked in some countries. Google’s services are restricted in more than 25 out of the 150 countries in which it operates.

The issue is not limited to blocking websites. Another important aspect concerns government requirements on the physical location of data. Some governments require businesses to store their data locally or make a copy of their data on a local server. Some even require a local presence in order to operate in a given territory. These requirements go against one of the internet’s core principles, namely, to have a distributed computing infrastructure to maximize the availability of data. Local data requirements make it more difficult and expensive to develop and maintain this type of distribution network and undermine its potential benefits.

Google agrees that content which violates certain ethical standards should not be available on its servers. However, in trying to strike the right balance, Google prefers to err on the side of free expression. If Google receives government requests to block content, it asks for the greatest possible specificity to limit negative effects on free speech. Different cultures have different ethical views, and it is not up to a private company to decide what is appropriate. In the absence of global standards, we should be careful not to impose broad filtering rules that stifle free speech.

(c) Mr Hosuk Lee-Makiyama, Director, European Centre for International Political Economy (ECIPE) 

Statistics show that a sizeable portion of cross-border trade is enabled by ICT applications, and the internet has become a crucial factor for economic growth in developing countries. Offshoring, capacity building and the outsourcing of knowledge economy jobs are all spurred by the internet; countries like India are highly dependent on an open internet for their economic development.

The internet is also increasingly important for manufactured goods. Consumer electronic devices such as smartphones depend on applications run on the internet. While the hardware becomes increasingly generic, most of the added value comes from services. This trend can also be observed in manufacturing sectors such as the car industry. As the added value in ICT moves from hardware to software, disputes related to services are expected to surpass those related to manufactured goods in the near future.

However, most of today’s trade rules date from the mid-1990s and need to be made compatible with today’s trade environment, otherwise there is a risk of increased non-tariff trade barriers.

(d) Mr Innocenzo Genna, Council Officer EuroISPA; Founder and Partner at Genna Cabinet

It is important to distinguish between the two main types of internet intermediaries:

· Internet access providers supply their subscribers with the technical infrastructure to access the internet
· Hosting and service providers store and organize information and make it accessible to their users.

EU law makes a clear distinction between the two when it comes to their liability. While access providers may not be held liable for the content they transmit on their networks, hosting and service providers can be held liable for illicit content provided they were duly notified and have failed to remove it from their servers in the timeframe provided.

However, there is still a considerable amount of confusion about this distinction. Some policy-makers believe it is sensible for access providers to filter data flows. Part of this misunderstanding stems from the fact that access providers play an important role in filtering spam emails. Many governments believe that internet traffic can be filtered in the same way, but this is not possible. The spam filters used by access providers only apply to a small fraction of internet traffic. They work precisely because access providers control their own servers and because only a small amount of data is concerned. There are no privacy concerns because spam filtering is a service requested by users. This would not be the case if access providers were required to filter the entire volume of online traffic and became the de facto law enforcement agency of the internet.

Blocking techniques such as DNS blocking and IP filtering are ineffective because for any blocking measure there is a circumvention tool available. The classic example is child pornography: some jurisdictions have imposed DNS or IP blocking measures on access providers in order to prohibit access to such websites. However, those measures only prevent internet users who are not interested in the illicit content from accessing it by accident. Paedophiles will still be able to access that content because they know how to use circumvention technology. Law enforcement agencies are aware of this problem and continue to fight illicit content with traditional instruments. The filtering of data flows provides a signal to the general public but it does not address the actual problem.

In summary, preventing access to illicit content by requesting access providers to filter the internet does not work, has a profound negative effect on the internet’s infrastructure and slows down traffic. The only effective measure to prevent access to illicit content is to remove it from the actual servers where it is located.

It is unrealistic to impose automatic liability on hosting services such as Youtube for content uploaded by third parties. Those platforms receive enormous amounts of data and would not be able to filter its content in any meaningful way without giving up much of what makes their services, and by extension, the internet in general, so popular and successful.

3. Questions and comments by the audience

The presentations were followed by a lively debate. 
One of the participants asked whether Google and CCIA had a strategy to influence the current FTA and RTA negotiations with the intention of incorporating the free flow of information principles. Mr Echikson replied that Google does want to get this issue on the global trade agenda, which is why they had decided to co-organize the session. Google believes it is important to be transparent and make information on blocking available to the public, such as the “Global transparency report”, a list of all the government requests Google receives, and the “Internet traffic report”, which provides detailed information on current internet data flows.

For CCIA, Mr Black said that the priority lies in improving existing trade obligations. While he supports the inclusion of the free flow of information principle in future trade agreements, he stressed that the existing trade rules should be sufficiently clear to address the problem.

Mr Lee-Makiyama noted that many of today’s internet services were not widely available when China joined the WTO in 2001. The WTO system is not designed to apply to China’s information management system, but it can help to make the national information rules consistent with international trade rules. While there is room for morale, religious concerns and public order within the WTO framework, rules must be applied proportionally and without discrimination and, in cases where less trade-restrictive measures can achieve the same public policy goals, those measures must be changed.

Different views were expressed on the role of internet intermediary liability. One participant criticized the current trend to make internet intermediaries liable for content hosted on their platforms as a “shoot the messenger” approach; another held that the safe harbour principle for ISP liability was actually one of the areas where a shared understanding had emerged over the past years. He asked the panellists why the business sector did not put more emphasis on this issue, and pushed for international harmonization in this area. Mr Black replied that the industry had just recently become aware of the liability risk in that area. There was an understanding in the business sector that the safe harbour regime was a well-established principle. However, recent attempts by some businesses to go after intermediaries have made the ICT sector more aware of that risk. The panellists reiterated that making intermediaries liable for content would fail to address the problem because it does not focus on the actual infringers.

One participant pointed out that, because the WTO is a member-driven organization, he did not see great potential for it to move on this issue in the near future. Governments will be careful not to move on an issue they do not understand and where they risk to be blindsided by the rapid development of technology. However, there seems to be more scope in the case of regional trade agreements (RTAs). He asked the panellists how the free flow of information principle could be included in the current RTA negotiations. Mr Lee-Makiyama noted that there is no North-South divide on this issue. Businesses from both developing and developed economies want an agreement on this and it is important to remember that the majority of trade in ICT is South-South. Six out of the ten biggest traders in ICT services are developing countries, and there are few restrictions because no country wants to hurt itself. Mr. Lee-Makiyama described himself as highly pessimistic about some of the RTAs because many of them have the same problems as the Doha round but only a fraction of its potential gains. In addition, many RTAs are necessary to have an effect similar to that of a multilateral system.

Mr Black added that he was more optimistic about future trade agreements, as the free flow of information principle seemed to be gaining ground in the trade sector. As more countries start to see the value of the ICT sector for their economies, they will be more inclined towards harmonization. One of the participants shared Mr Black’s optimism and added that the EU and United States had recently submitted a proposal to the WTO Services Council to start work on many of the issues raised during this discussion. He noted, however, that one of the sectors missing from the discussions at the moment was businesses from developing countries.  

4. Conclusions and way forward

Mr Echikson noted that the free flow of information principle is a novel issue on the trade agenda. The fact that it has been put at the centre of the Public Forum was an encouraging sign as it showed how the issue was starting to get more attention.

Mr Lee-Makiyama held that trade had moved online and argued that, in order for the multilateral trade system to remain relevant, it needs to respond to that development. The WTO has a crucial role to play, and, while it goes against the instincts of WTO members to give something away for free, it is important to remember that multilateral trade agreement are not a zero-sum game, and all participants will benefit from trade liberalization.

Mr Black made the point that the well-known examples of website blocking were only the tip of the iceberg, as a much broader section of the economy is affected by data flow restrictions. The panellists expressed their support for additional trade agreements to consolidate the free flow of information principle. They made it clear, however, that most of the current data flow restrictions could be avoided if the member states fully complied with their existing WTO commitments.

