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1. INTRODUCTION

Since its inception, the internet, information and communications technology (ICT), and
digitalization have revolutionized trade for micro, small and medium-sized enterprises (MSMEs) by
reducing traditional trade barriers like access to information or finance and providing cost-effective
ways to access international markets (Cassetta et al., 2020; Hagsten & Kotnik, 2017; Hamill &
Gregory, 1997). MSMEs have emerged as an important part of international trade, accounting for
more than a third of exports in developed economies and a noteworthy share of trade in developing
economies (Ganne et al., 2022a, 2022b; World Trade Organization (WTQ), 2016). Business websites
and retail SMS (where text messages are used to promote products and services, especially through
messaging applications like WhatsApp (Rosyidah et al., 2023)), have increased network
opportunities across borders and digital marketplaces like Alibaba and eBay have become
launchpads for digitally connected MSMEs aiming to enter international markets (Jin & Hurd, 2018;
Kanyosa & Chacha Magasi, 2025; Lendle et al., 2016). Notably, eBay reported that as early as
2016, 97% of its small-business users were exporters (eBay, 2016), a trend that has continued in
recent reviews where 64% of eBay sellers sold to customers in three or more economies (eBay,

2024) demonstrating the powerful role of digital platforms for MSME internationalization

Yet, with these increased opportunities, discrepancies in digital access are even more apparent and
new challenges have emerged, especially cybersecurity risks such as phishing, ransomware, or poor
internal cybersecurity hygiene that threaten inclusive participation in global trade. This raises an
essential question: How can MSMEs be supported to become cyber-ready in all its dimensions,

ensuring they can harness the benefits of digital trade safely and inclusively?

Global value chains (GVCs) themselves are reliant on digital technology for communication tools,
trade facilitation, and data sharing (Asian Development Bank (ADB), 2021). To actively participate
in GVCs, MSME suppliers need the capacity to communicate, use billing software, provide shipment
details etc. With the advent of digital supply chains, it is also becoming increasingly necessary for
MSME suppliers to adopt digital transformation to increase their competitiveness and avoid exclusion
(Menon & Shah, 2020). Real-time tracking and greater transparency of supply chains are
increasingly required of suppliers for good supply chain management and environmental, social and
governance reporting (C.-L. Chen, 2019; Sibony, 2024).

However, the rise in digital adoption has simultaneously amplified cyber risks. Breaches caused an
estimated USD 9.22 trillion of damage in 2024 and were forecast to continue growing (Figure 1).
Differences in regional levels of digitalization and the jump in the growth of using digital tools during
the Covid-19 pandemic also created significant risk exposure for MSMEs when malicious actors took
advantage of the increased reliance on digital technologies and the preexisting vulnerabilities of
many of these firms that were amplified during this time period (OECD, 2021). Industry 4.0 is
making cyber-risk critical for every sector and whereas some industries, like finance, are more
prepared, others, like manufacturing, are less so (Phipson, 2022). Manufacturing now leads as the
most targeted sector for cyber-attacks, with implications for MSMEs which are more incorporated in

manufacturing than in other sectors, such as the better protected financial sector (Alvarez, 2024;



Organisation for Economic Co-Operation and Development (OECD), n.d.). To some extent
businesses are recognizing the increasing risk and "...in 2024, the average annual increase in IT
security budgets was expected to reach 5.7%. In fact, for companies worldwide, enhancing the cyber

resilience of their cybersecurity teams was the top spending priority in 2023" (Statista, 2024).

Figure 1: Estimated cost of cybercrime worldwide 2018-2029 (in trillion U.S. dollars)

Cost in trillion U.S. dollars

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029

Source: (Statista, 2024)
Note: The global indicator 'Estimated Cost of Cybercrime' in the cybersecurity market was forecast to
continuously increase between 2024 and 2029 by 6.4 trillion U.S. dollars (up 69.41%).

While literature exists on MSME digitalization and international trade participation (Afidn Higon &
Bonvin, 2024; Gopalan et al., 2022; Rosyidah et al., 2023) and the broader implications of Industry
4.0 for MSMEs (Grufman et al., 2020; OECD, 2021), the intersection of these trends with digital
security has not been well-explored. Although some foundational work has been done on cyber
security (Junior et al., 2023; Perozzo et al., 2022) a holistic understanding of how cyber-readiness
feeds into MSME internationalization is limited. This represents a striking gap, particularly given new

and emerging digital technologies.

Building on this background, this paper contributes to the literature by explicitly defining “cyber-
readiness” within the context of MSMEs engaged in international trade and emphasizing its critical
role in ensuring trade inclusivity. Using a voluntary 2023 survey of MSMEs and policymakers engaged
with the International Telecommunication Union (ITU), it examines perceptions of cyber readiness
and emerging issues such as the role of artificial intelligence (AI) in digital transformation. The study
further develops a novel cyber-readiness index, combining publicly available time series data on
digital intensity, cybersecurity preparedness, cyber-attack incidence, and related indicators, to
explore correlations with MSME internationalization. This index serves as a first step for future

research to review the impact of cyber-readiness on SME international trade participation.

1.1 What is Cyber-readiness?

Cyber-readiness is the foundation underpinning digitization, digitalization, and digital transformation
(McKinsey, 2022). The following diagram has been developed to help explain cyber-readiness from

both an industry and government perspective (Figure 2). At the base, digitization, or the process of



converting analogue information into a digital format (a process often involving the transformation
of physical records like text or paper documents into digital files) is the first step (Georgieva, 2022).
Next, digitalization "...encompasses the transition to digital economies, governments, and societies,
focusing on inclusive access to the internet and stimulating demand for digital applications, skills,
and platforms" (World Bank, n.d.). Finally, digital transformation comes with the integration of
digital processes for collaboration across organizations and looking forward to long-term value
creation. Cyber readiness goes beyond cyber security and includes the ability to work with available
digital tools to increase productivity and collaborate across digital platforms with a view towards

innovation.

Figure 2: Cyber-readiness

Cross-functional collaboration
Strategic Digital Innovation
Long-term value creation
Digital-first approach

Customer Centrici

Efficiency Workforce Digital skills Process Automation

Artificial Intelligence(Al)
Digital tools

Electronic records
Conversion

Cyber-Readiness: Enabler at all stages

Cyber-Security Resillience Legal Framework

Authors' illustration

Cyber-readiness requires action by both businesses and governments (Asian Development Bank
(ADB), 2021; Organisation for Economic Co-operation and Development (OECD), 2021). Achieving
cyber-readiness requires six key factors (see also table 1):

1) digital literacy;

2) affordable and reliable access to the internet and digital tools;

3) access to digital finance and payment systems;

4) access to software and systems;

5) training for digital skills development; and

6) cybersecurity systems

As a first step, MSMEs must have basic digital literacy to be cyber-ready, meaning knowledge of the
existence of digital technologies and the ability to use them to create and communicate (Cyber
Readiness Institute, 2024; UNESCO Institute for Statistics, 2018a). Building on basic literacy,
digitalization strategies for ongoing technological changes are a long-term investment for business
longevity. Knowledge of digital technologies must be accompanied by access to equipment and
reliable infrastructure, including computers, phones, electricity, internet, and data services (Asian

Development Bank (ADB), 2021). Although internet connectivity is becoming more widespread and



hence e-commerce and the associated benefits are more easily accessible, in a 2023 study by the
Global System for Mobile communications Association (GSMA) of six developing economies in Africa,
respondents cited unreliable internet connectivity and access to electricity as the top two barriers
for selling online, underscoring ongoing differences in access to digital infrastructure (GSMA, 2023).
Additionally, access to digital finance and payment systems are crucial for modern business
operations, especially in international transactions. MSMEs need relevant software, like
communication apps and supply chain management tools, which are vital for maintaining smooth
operations and working with clients. Training on digital tools and analytics further supports informed
decision-making and efficient use of resources (Asian Development Bank (ADB), 2023; C.-L. Chen,
2019). A risk-based approach to cybersecurity, meaning flexibility in how cyber risks are addressed
rather than defined requirements for security, is also important for MSMEs (Botting, 2021). This
ensures the necessary flexibility for smaller businesses with differing resource levels to respond to
emerging threats, a particularly important consideration given that MSMEs are frequently targeted
as potential entry points into larger companies within a supply chain. (Cyber Readiness Institute,
2024).

Table 1. Cyber-readiness

Digital literacy Digital literacy involves the confident and critical use of a full
range of digital technologies for information, communication and
basic problem-solving in all aspects of life. It is underpinned by
basic skills in ICT: the use of computers to retrieve, assess, store,
produce, present and exchange information, and to communicate
and participate in collaborative networks via the Internet
(UNESCO Institute for Statistics, 2018a).

Affordable and reliable access to Affordable and reliable access to the internet and digital tools is

the internet and digital tools the ability to connect to and use the internet consistently and
without interruption, which requires physical connectivity (i.e.,
there is internet coverage) and resources to use the internet.
Affordable access means that individuals can engage in digital
activities without financial barriers and is distinct from internet
availability. (International Telecommunication Union (ITU) &
UNESCO Institute for Statistics, 2020; Thakur, 2018)

Access to digital finance and Digital finance is the use of new technologies to conduct financial

payment systems transactions, access credit, and manage finances through digital
platforms such as mobile banking and online payment systems.
Digital payments are payments made using a computer or mobile
device to purchase goods and services either through an app,
through a website, or at a store by interacting with a terminal.
(J. Chen et al., 2023; European Commission, n.d.)

Access to software and systems Access to software is the ability of individuals and organizations
to use various software applications and systems (including
operating systems, productivity tools, and enterprise software)
necessary for digital operations and productivity. (International
Telecommunication Union (ITU) et al., 2017)




Digital skills development Digital skills are defined as the range of abilities to use digital
devices, communication applications, and networks to access and
manage information. They enable people to create and share
digital content, communicate and collaborate. (UNESCO Institute
for Statistics, 2018b)

Cybersecurity Systems Cybersecurity systems refer to the technologies and processes
designed to protect digitally connected assets like computers,
networks, and data from unauthorized access, attacks, or
damage, ensuring the confidentiality, integrity, and availability of
information. (National Institute of Standards and Technology
(NIST), 2018)

Cyber-readiness should also be considered from the perspective of gender inclusivity. Studies have
shown ongoing gender gaps in access to technology, digital skills and technology industry
participation (Martinez-Cantos, 2017; Marzano & Lubkina, 2019; Rashid, 2016). This research
indicates the challenges women face in entering and thriving within the technology sector, often due
to societal barriers, systemic biases, and limited access to resources. Women also face greater cyber
harassment and online threats than men, impacting their digital presence (UN Women, 2025).
However, findings presented by Moeini Gharagozloo et al. (2023) suggest that the overall digital
readiness of an economy can play an active role in enhancing women's entrepreneurship. This points

to the importance of fostering an equitable digital landscape that promotes inclusive participation.

1.2 How is cyber-readiness a trade inclusiveness issue?

Cyber readiness is growing in its importance for MSME trade participation. As already noted, modern
trade is increasingly conducted or facilitated online (UNCTAD, 2024). E-commerce sales were
estimated to have risen to $27 trillion in 2022, with between 12-14% of sales being digitally ordered
exports (UNCTAD, 2024). MSMEs need digital readiness to access market information, find
customers, create a website, access e-commerce or online marketplaces and many other business
functions. Mobile message services and social media are also important for MSMEs to find buyers,
especially in developing economies (Solomon et al., 2023). The Covid-19 pandemic further revealed
the benefits of digitalization for MSMEs in terms of crisis response and continuity of operations
(Guo et al., 2020) and MSMEs throughout the world turned to new digital tools (IFC & UKAid, 2021;
Takeda et al., 2022). Artificial intelligence is also creating new opportunities for MSMEs by providing
a powerful tool for supply chain management and data analysis; facilitating understanding of cross-
border regulatory requirements and automatic form filling; access to finance since AI can be used
as a tool for business risk assessment; and real-time translation and legal form development for
working with international clients (Nesbitt, 2023). These digital tools are no longer a bonus for those
MSMEs that have the capacity to use them, they are now a requirement to improve efficiency and

effectively execute international transactions.

Digital processes are also becoming requirements for MSMEs to join global value chains since
multinational companies in every industry rely on digital communication to contact their suppliers,
digital systems for operations, and digital measures to keep information secure (Boyes, 2015; C.-L.

Chen, 2019). Multinational companies both rely on MSME suppliers and face system challenges



because of these suppliers since MSME cyber vulnerability is often the gateway into larger
multinational systems. An estimated two thirds of cyber-attacks are on MSMEs and the incident rate
continues to grow (Cyber Readiness Institute, 2024; Hiscox Ltd, 2023). This challenge is recognized
in the business community, with 83% of surveyed supply chains rating MSME supplier cybersecurity
as ineffective (Cyber Readiness Institute, 2024). Despite these trends in terms of cyber-attacks,
small businesses still have a low level of awareness with few believing that they might be targeted.
Having fewer financial and human resources, MSMEs also often prioritize other investments over
strong cyber security, finding the cost too high. MSMEs face additional challenges when it comes to
digitalization and supply chain participation, especially in terms of differences in digital systems and
a lack of standardization. For example, even complying with the different digitized invoicing
applications between clients, a must for a supplier to receive payment, can be a significant effort for

smaller businesses (Is Digitalisation a Game Changer for SME Sustainable Finance?, 2024).

Divergent cyber laws are also a growing trade issue for MSMEs. They create market barriers through
disparate requirements, inconsistent regulations, and regulatory complexity. These differences are
particularly challenging for MSMEs (Botting, 2021). For example, there are more than 80 national
strategies for critical infrastructure and cyber security around the world with different agendas and
requirements (United Nations Institute for Disarmament Research (UNIDIR), n.d.). Further, certain
regulations favor domestic companies by requiring specific registration, certifications, or data
localization. These requirements may be achievable by larger firms with sufficient resources but can
prohibit smaller businesses from entering the market.

2. SURVEY - HOW DO FIRMS AND POLICYMAKERS PERCEIVE CYBER-READINESS

To begin the review of how cyber-readiness and trade is perceived in practice, a non-representative
survey was developed for this paper and issued online in two separate versions to 237 MSMEs and
government representatives that have engaged with the ITU. Respondents completed the survey
between 11 May 2023 and 2 June 2023. The survey questions covered topics such as demographic
information, the level of business connectivity, the extent of international business participation,
digital presence, data ownership, cybersecurity awareness, artificial intelligence awareness, and

government support.

A total of 89 business representatives from 40 economies from every region of the world responded
(Table 2). Summary statistics show that respondents primarily consisted of individuals working in
MSMEs (63%), with 34% identifying as employees, 17% as managers, 15% as owners, and 34%
holding dual roles as both owners and managers (Table 3). Further, over half of the companies
(56%) reported earning less than 10 million USD, indicating a prevalence of smaller-scale operations

among the respondents.



Table 2: Number of Respondents for the survey

Do you own, manage, or work Regulatory or
for a private sector company? Government Body
Official
Number of 89 114 203
Respondents

Note: Analysis of data from the authors' survey

Table 3: Descriptive Statistics of businesses for respondents working in the private sector

Respondents working in the private sector

Position % | Number of employees in the company %
Employee 34|250 or more 38
Manager 17| 50-249 9
Owner 15(10-49 23
Owner and Manager 3410-9 31
Annual revenue % || Operating Years %
Less than 10 million USD 56| Less than 1 year 5
10 - 50 million USD 15| Between 1-5 years 21
50 million - 1.5 billion USD 11 | Between 5-10 years 23
More than 1.5 billion USD 18| More than 10 years 51
Gender % | Age %
Male 79(18-29 10
Female 20(30-39 27
Prefer not to say 1/40-49 29

50-59 19

60+ 15

Note: Analysis of data from the authors' survey

Business respondents primarily identified as male (79%), a very high share that may have to do
with the reported industries, which skewed towards the technology sector where women are
historically underrepresented.* Age-wise the largest groups were those between 30-39 (27%) and
40-49 (29%) years old, suggesting a mature workforce with experience in their field. Over half
(51%) of respondents were from businesses that had been operating for more than 10 years, further
adding to the impression of experience among the participants, not only at an individual level but
also industry level. Overall, the data reflect a group of knowledgeable professionals from established

private sector companies.

In terms of sector, most respondents came from the computing or IT sector (31%) (see Figure 3).
'Other' categories followed second, making up 29% of responses and including various industries

4 To illustrate, a 2023 Women in Tech survey found that women accounted for only 26% of people
working in IT (Women in Tech, 2023) and a U.S. survey found that women make up just 35% of employees in
science, technology, engineering and mathematics (STEM).



10

such as telecommunications, e-commerce, and renewable energy. Accounting, banking and finance,
and education are also notable sectors, each comprising around 10% of the survey respondents.
The data reflect the strong presence of technology-oriented businesses given their engagement with
the ITU.

Figure 3: The sectoral breakdown of business survey responses

Computing or IT I 31%
Others I 29%
Accounting, banking and finance NI 10%
Education EEESS———— 9%
Media or digital mE—— . 7%
Engineering mmm 4%
Law enforcement and security mmE 3%
Marketing, advertising or PR 3%
Public services or administration m 2%
Property or construction M 1%

Retail or sales W 1%

0% 5% 10% 15% 20% 25% 30% 35%

Note: Analysis of data from the authors' survey

Surveyed firms were active in international markets (see Figure 4). Two thirds of business
respondents noted that they had bought goods or services from an overseas provider within the last
5 years (64%), and a similar share noted selling goods or services to foreign customers during the
same period (64%). This survey sample also had a high rate of participation in overseas tender
opportunities, with more than half (54%) responding yes. This large share reporting international
transactions is exceptional given most respondents were small firms, which ordinarily trade at lower
rates based on WTO estimates of around 10-50% of a region's MSMEs conducting international trade
depending on firm size and level of economic development (Ganne et al., 2022a, 2022b; WTO,
2016). However, the unusual sample of highly digital businesses may have contributed to this high
level of international trade given that firms that trade internationally in digital services tend to be
smaller (Kerner & Kitsing, 2023).
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Figure 4: International business participation of survey respondents

International Business Participation

We have bought goods or services from an overseas
provider in the last 5 years

We have sold goods or services to customers in other
countries in the last 5 years

We have participated in an overseas tender opportunity 54% 36% 10%

We have supplied a product or service to a multinational or

- 48% 39% 13%
exporting company

We have supplied a product to a third party that then

. 25% 58% 17%
exported the item ° :

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

mYes ENo mNo response

Note: Analysis of data from the authors' survey

2.1 What do respondents understand is meant by Cyber-readiness?

Business respondents were asked what the term "Cyber-Readiness" meant to them. To the
respondents, this was highly linked with the concept of cybersecurity rather than the broader
definition including digitalization and digital transformation put forward in the first section of this
paper. This can be seen in the responses received that focused on words like threat, monitoring and
protection (Figure 5).

Figure 5: Word cloud on cyber-readiness

threat intelligence threat hunting
mandatory requirement

threat management
requirement for e2e business

cyber security protection
cyber security trend
continuous monitoring

Note: Analysis of data from the authors' survey
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In this vein, the majority (82%) of business respondents identified a need for cybersecurity
certification programs tailored for their economy or region to support their businesses. This indicates
variability in the cyber-risks that are faced and the importance of customizable and region-specific
certification frameworks to address diverse cybersecurity challenges (Figure 6). For those
cybersecurity certification programs that exist, 71% affirmed they trusted these certification
programs for ensuring digital system and network security. These programs would include national
certification schemes, such as Cybersecure Canada (Higgins & Alexandre Pérusse, 2021), which may
be aligned with other economic partner schemes, or international programs like the ITU
cybersecurity CIRT framework (International Telecommunication Union (ITU), 2021b) or ISO 27001
Information Security Management standard> (Fomin & Barlette, 2008). In terms of how the
certifications assist with industry relationships, 70% indicated that certification programs help attract
and retain business, 50% noted that they use certifications to select their own suppliers and 51%
said that business partners or clients have requested certificates of their firm in the past. This
suggests that MSMEs recognize the value proposition of cybersecurity certifications for enhancing
their reputation and competitiveness in the market. Given this strong use of cybersecurity
certificates, it is unsurprising that 59% of respondents noted they thought the costs of attaining
these certifications was justified. This is despite costs for ISO 27001 certification, for example, that
can range from USD 6,000 on the low end to USD 40,000 or more (Vanta, n.d.).

5> Despite the response that businesses trusted cybersecurity certification programs, responses to the
question addressing familiarity with the ISO 27001 standard were relatively low at only 53% of respondents.
Growth of ISO issued ISO 27001 certificates from 2006 to 2024 increased 20-fold across sectors ranging from
textiles and apparel to transport and storage.Data of reported ISO 27001 certificates issued by economy and
industry are available in Annex 1 and 2.
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Figure 6: Cyber certification attitude and knowledge of business survey respondents

Cyber Certification Attitude and Knowledge (Private Sector)
Specific Needs: I see a need for certification programs that are oo .
: T h ’ 32% 50% 12% 295%
tailored to the specific cybersecurity needs of our country/region.
Cyber Certification: I trust cybersecurity certification programs for S .
- L : 27% 44% 20% 6%
ensuring digital system and network security.

Business Attraction: I believe that certification programs help
attract and retain businesses by demonstrating commitment to 23% 47% 18% ﬂ
cybersecurity.

ISO 27001 Familiarity: I am familiar with the ISO 27001 standard P e T e
for information security management systems. - E5

Supplier Selection: My organization uses cybersecurity certification e P S 0%
as a criterion when selecting technology suppliers. = -
Cost-Effectiveness: I think that the cost of cybersecurity

certifications is justified by the benefits of risk reduction and
increased security.
Business Requests: Our business partners or clients have : "
h A . 17% 36% 32% 6%
requested cybersecurity certifications in the past

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

EStrongly Agree M Agree M Neutral Disagree M Strongly Disagree

Note: Analysis of data from the authors' survey

Although less detailed information was collected from policymakers, 114 responses from government
respondents in 50 economies from every region of the world were received. The key findings include
that more than half (58%) of government representatives reported that they have a cyber incident
policy in place and 53% indicated that regular cybersecurity reports are generated (See Figure 7).
This points towards a growing acknowledgement that transparency in this area is important and
regular updates from government officials are valued. Like MSMEs, most government
representatives also indicate having a cyber security certification (63%) and a similar share (61%)
have a response plan in the case of a data breach of their systems. This shows the level of

seriousness governments are placing on cyber-attacks and ways to ensure continuity of operations.
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Figure 7: Cyber certification attitude and knowledge of government survey respondents

Cyber Certification Attitude and Knowledge (Government)

Specific Needs: I see a need for certification programs that are
tailored to the specific cybersecurity needs of our country/region.

Cyber Certification: I trust cybersecurity certification programs for
ensuring digital system and network security.

Business Attraction: I believe that certification programs help
attract and retain businesses by demonstrating commitment to
cybersecurity.

ISO 27001 Familiarity: I am familiar with the ISO 27001 standard
for information security management systems.

Supplier Selection: My organization uses cybersecurity certification
as a criterion when selecting technology suppliers.

Cost-Effectiveness: I think that the cost of cybersecurity
certifications is justified by the benefits of risk reduction and
increased security.

Business Requests: Our business partners or clients have
requested cybersecurity certifications in the past

m Strongly Agree  m Agree

Note: Analysis of data from the authors' survey

= Neutral

70%

10% 20% 30% 40% 50% 60% 80% 90%

Disagree  m Strongly Disagree

100%

Separately, government representatives were asked about government support measures. Two

fifths of government respondents noted that financial or non-financial support have been provided
to MSMEs in the past in connection with digitalization and cyber-readiness components. This shows

that many governments are recognizing the need to support MSMEs in their efforts to be cyber-

ready.
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Box 1: MSME Artificial Intelligence (AI) awareness

As part of looking ahead and digital transformation for cyber-readiness, the survey included
questions on AI aimed to gauge MSMEs' attitudes towards adoption, perceived benefits,
concerns, and readiness to use new generative Al technologies in their businesses.

Key Findings:

Intent to use AI for product enhancement: most respondents, 68%, indicated their intent
to use Al in their production.

Skills gap in AI implementation: while there is a desire to leverage Al, a significant portion
of respondents (44%) expressed a lack of skills in utilizing Al technologies effectively.

Perceived cost reduction with AI adoption: many respondents (63%) recognized the
potential of AI in reducing costs and operational expenditures. This suggests a positive
perception of Al's ability to enhance efficiency and streamline business operations.

Ethical concerns surrounding AI Use: over 45% of respondents indicated varying levels of
concern about the ethical implications of AI usage in their businesses, highlighting the
importance of ethical frameworks and guidelines in Al development and deployment.

Expectation of AI in enhancing cybersecurity: while almost half of respondents (49%)
believed that Al would bolster cybersecurity measures, half had no opinion or were concerned
that it would increase cyber risks. Further education on Al's role in cybersecurity and its
limitations may be necessary to align expectations.

The survey findings underscore the diverse perceptions and readiness levels among MSMEs
regarding Al adoption. Addressing the skills gap, scepticism, and ethical concerns are critical
steps towards fostering a conducive environment for Al integration in MSMEs, ultimately driving
innovation, competitiveness, and sustainable growth in the digital era.

2.2 Survey conclusions

This survey provided insights on perception and application of cyber-readiness, principally on the
aspect of cybersecurity. Respondents themselves indicated that cybersecurity is how many interpret
the term "cyber-readiness,” something that may benefit from expansion given the many different
and developing aspects of this term. Although the responses did not indicate that there was a direct
connection between cyber-readiness and international trade, the business respondents themselves
were very international with a positive attitude towards cybersecurity certification programs as they
increase trust and may be required by business partners. However, challenges such as cost concerns
and the need for greater awareness and familiarity with international standards remain areas for
improvement. Response plans to breaches of cybersecurity would also help to establish credibility
when supplying to multinational companies. Addressing these challenges can empower MSMEs to
enhance their cybersecurity resilience and competitiveness in an increasingly digital and
interconnected business landscape. Policymakers already indicate providing support for MSMEs, but
this survey indicates there is still a need to provide comprehensive cyber training programs to
enhance international business sales (ITU, 2021b). Lastly, this survey indicates that going forward,
it may be good to establish ethical guidelines and frameworks tailored to MSMEs to address concerns

and promote responsible AI deployment.
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3. MODELING MSME CYBER-READINESS AND TRADE PARTICIPATON

Surveys have been the traditional means of measuring digitalization and the use of cyber tools by
business characteristics. However, as seen in the survey issued for this paper, it is not easy to
include the broad range of factors that are included in the concept of "cyber-readiness" in a survey
or to tie this directly with international trade. For this last section of the paper, a new cyber-readiness
score was developed to try to test the link between cyber-readiness and MSME international trade
participation. This new index tried to incorporate the broad definition of cyber-readiness proposed
in this paper and was composed of components representing use of digital technology, cybersecurity,

national frameworks and the level of cyber-attacks.

3.1 Data Sources and the Composite Cyber-readiness Score

The data for the Cyber-readiness Score is composed of four parts: digitalization and trade,
cybersecurity, national frameworks to support digital trade, and cyber incidents selected from the
following sources: 1) Eurostat's Digital Intensity Index, 2) the ITU’s Global Cyber-security Index, 3)
the World Economic Forum (WEF)’s Global Competitiveness Index, and 4) the University of Maryland
CISSM cyber-attacks database. Other data sources were explored, but not selected for reasons such
as data availability, missing data or incomparable time periods. Databases that were investigated
included the OECD sector level digitalization rankings, the World Bank's digital adoption index (DAI),
the ITU digital development dashboard, the ITC SME competitiveness grid, and surveys like the

World Bank Enterprise Surveys.

The search for data with a digital-readiness component and firm-size characteristics led to the
selection of Eurostat's detailed Eurostat Digital Intensity Index as a way of gauging the level of firm
digitalization. Although this limited the analysis to the European Union, it provided a first step in the
process to link cyber-readiness with international trade for enterprises of different sizes. The
Eurostat Digital Intensity Index, derived from Eurostat's survey on ICT usage and ecommerce in
enterprises, comprises a composite measure of twelve conditions ¢ indicative of the digital
engagement of enterprises and broken down by enterprise size class (Eurostat, n.d.). These
conditions encompass a variety of factors from internet usage for business purposes to the
employment of ICT specialists and the adoption of cybersecurity measures. The size of the firm is
categorized as either an SME (10-249 employees) or large firm (250 or more employees). The index
assigns one point for each condition met, yielding a score with a range from 0 to 12 (0 being low
digital intensity and 12 being high). Figure 8 represents a visualization of the digital intensity level

of SMEs in select European economies.

6 The components of the digital intensity score are detailed in Annex 3.
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Figure 8: Digital Intensity level of SMEs across EU Economies, 2019
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Next, a Cybersecurity Index Score was sourced from the ITU’s Global Cybersecurity Index for a
comparison of cybersecurity levels in the European economies reviewed (ITU, 2021a). This was
included to approximate the security of the digital environment that the businesses were operating
in at a national level. The Global Cybersecurity Index is based on five pillars and looks at an
economy's legal measures, technical measures, organizational measures, capacity development and
cooperation. Data were available for the years 2014, 2017, 2018, and 2020, and therefore required
modification to align with the Eurostat data for 2017-2019. In addressing the data gap for 2019, the
average of the 2018 scores and a rescaled 2020 score was used since the 2020 score originally used
a scale of 1-100 that needed adjusting to a 0-1 scale. Figure 9 represents a visualization of the
scores over the three years, sorted by the imputed 2019 score from highest to lowest (Figure 9).



Figure 9: ITU Cybersecurity Index Score 2017-2019*
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For the third component of the composite cyber-readiness score, Legal Framework Adaptability data
describing the selected economies were taken from the Global Competitiveness Index produced by
the World Economic Forum (World Economic Forum et al., 2020). Ensuring that the legal framework
is adapting to business needs is important for business operations. The Legal Framework Adaptability
Value is generated from survey responses to the question "...how fast is the legal framework of your
country adapting to digital business models (e.g., e-commerce, sharing economy, fintech, etc.)".
Response values ranged from 1 to 7 with higher numbers indicating faster adaptability, thereby
indicating the agility and responsiveness of national legal structures to the evolving digital landscape

within the economy based on survey responses (see Annex 4 for a table of the data).

Data on cyber-attacks were extracted from the University of Maryland CISSM Cyber Attacks
Database to complete the composite cyber-readiness score to approximate the vulnerability of firms
in the selected European economies (University of Maryland, n.d.). The CISSM Cyber Events
Database provides information on publicly acknowledged cyber events for public and private
organizations. Data are collected using Python web-scraping technology and are reviewed
(University of Maryland, n.d.). Limitations of this database are that these attacks are not private-

sector specific, meaning they also include attacks on government entities, and web-scraping

m 2019
m 2018

W 2017
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technology can only identify publicly shared attacks published online meaning an unknown number
of cyber attacks were missing. The focus of the compiled data was on non-finance, non-insurance,
and non-public administration sectors to concentrate on business-related attacks per economy. To
facilitate cross-economy comparisons given their varied sizes and levels of population, the data were
normalized by calculating the frequency of business attacks per internet user. Scores ranged
from .44 to -8.8, with positive scores indicating fewer acknowledged cyber-attacks and more
negative scores noting a relatively larger number of publicly cited cyber-attacks per internet user

for a given economy.

Based on these four data sources, the composite cyber-readiness score was created to reflect the
overall cyber-readiness of MSMEs in each EU economy. The creation of this score involved the
following steps:

1. Normalization: Each selected variable was normalized to ensure comparability using method

z-score standardization.

2. Weight Assignment: Each normalized variable was assigned equal weightage in the

formation of the composite cyber-readiness measure. 7

3. Composite Score Calculation: The composite score was calculated by taking the mean of all
standardized variables for each year and economy. The cyber-attacks per internet user
standardized score was incorporated negatively in the composite score such that a higher
attack count per internet user would lower the cyber-readiness composite score. See Annex 5
for a boxplot visualization of the four variables.

The final composite score represents the cyber-readiness level of MSMEs in each European economy,
with higher scores indicating more cyber-readiness among businesses and national policies. Based
on the years with the most available data, a panel composite cyber-readiness score dataset was
developed for the years 2017, 2018 and 2019 across 29 European economies (the EU27 plus Norway
and Iceland). Plotting the Cyber-readiness Score using z-standardization provides Figure 9,
indicating a possible trend of increasing cyber-readiness as defined by the score within each
economy over the three available years for both MSMEs and large firms (the green column, 2019,

is generally higher than the other markers).

7 The correlation between variables in the annex was low except between the level of digital intensity
and legal framework adaptability (.59), indicating immediate reason for weighting the components (see Annex
4).
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Figure 9: Plot of the composite cyber-readiness scores of selected European economies
in the years 2017, 2018 and 2019 using z-score standardization:
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3.2 Index

Given data limitations, only correlation could be used to see preliminary links between the composite
cyber-readiness scores and levels of trade for MSMEs and large firms. As a comparison, the

correlation between the cyber-readiness scores and productivity was also analyzed.

Two separate variables were selected to compare: first global trade for the selected European
economies (from Eurostat) and second labour productivity (from OECD statistics). A total global
trade variable was developed as the aggregate of exports and imports in thousands of euros for
SMEs, considered as those firms with 1-249 employees. And second, labour productivity data by size
class of enterprises, although this time with SMEs defined as firms with 10-249 employees due to
the OECD data structure. The labour productivity data were also converted to euros using average

annual exchange rates for uniformity.

To select the type of correlation, the distributions of the variables were inspected. The composite
cyber-readiness score exhibited normal distribution according to a Shapiro test, however neither
trade nor productivity were normally distributed meaning a Spearman's correlation was selected.

The variables were standardized before the correlations were executed.
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3.3 Cyber-readiness Score and Trade

Preliminary findings show essentially no correlation between the cyber-readiness score and
international trade for both MSMEs (0.29) and large firms (0.31) (Table 4). Further testing showed
that each correlation between the separate components of the cyber-readiness score and

international trade were weak.

Table 4: Cyber-Readiness Score and Trade Correlation

Spearman's rho MSME (<250 employees) Large Firms (250+ employees)

Cyber-readiness Score and

International Trade 0.29 0.31

Figure 10: Cyber-Readiness Score and Trade Correlation
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3.4 Cyber-readiness Score and Productivity

The correlation between cyber-readiness and productivity was then tested and showed noticeably
higher correlations than for international trade, especially for MSMEs (0.64). Within each of the
different parts of the score, productivity was the most correlated with an economy's digital legal

framework and digital intensity.
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Table 5: Cyber-readiness Score and Productivity Correlation

Spearman's rho MSME (<250 employees) Large Firm (250+ employees)

Cyber-readiness Score and

Productivity 0.64 0.48

Figure 11: Cyber-readiness Score and Productivity Correlation
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3.5 Interpretation and Implications

The analysis shows only a weak positive correlation between cyber-readiness and trade. This is in
line with other literature that has indicated a postivive impact of digital tools on European trade
(Dziubanovska et al., 2023) and other work showing a link between digitalization and MSME trade
participation (Lanz et al., 2018). Reasons for only a weak positive correlation may be that other
factors, such as access to finance, access to logistics, or access to information may be more related
to trade participation, and digitalization is an indirect factor facilitating access to each of these pieces
leading to the weaker link that appears in these data. Another possibility may be that components
of the cyber-readiness score are too domestic-focused, such as the digital legal framework or cyber-
attack variables. The digital legal framework variable is from a survey of firms about domestic policy
development with no reflection on its implications for international transactions and the cyber-

attacks information cover one-off events that may or may not impact international trade.

In contrast, the stronger correlation with productivity, especially for MSMEs relative to large firms,
indicates potential for further developing the index. This result may also suggest that (as posited for
one of the reasons the cyber-readiness index does not correlate with international trade) the cyber-
readiness score is more focused on domestic aspects of the economy. The results also suggest that
there is a link between cyber-readiness and competitiveness for smaller businesses specifically,

which could be of interest for future study.
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Limitations

Looking forward, there are three main limitations identified in the index that was developed.

3.7

Data Gaps: The analysis was constrained by data availability, particularly for the
cybersecurity index score for 2019 that required imputed data. This approach, while practical,
introduced assumptions that affect the precision of the findings. Further, the data only
covered 29 European economies, leaving the analysis far from global. Data for additional
economies in more regions would improve the analysis.

Scope of the Cyber-readiness Score: The composite cyber-readiness score, though broad,
does not capture all dimensions of cyber-readiness relevant to MSME trade and may be too
focused on domestic components. Future iterations of this research could benefit from
incorporating additional measures of cyber-readiness, such as digital infrastructure or
adoption of international digital legal frameworks such as UNCITRAL’s Model Law on
Electronic Transferable Records (MLETR) (UNCITRAL, 2017).

No Causal Inference: Given the observational nature of the study, the findings in no means

imply causation.

Index Correlation Findings and Suggestions for Future Research

These first steps to create a cyber-readiness score to find a correlation with international trade found

mixed success. Future work to broaden this study will require additional research and investigation

to find data with fuller series, greater coverage and longer time series. More focus on international

components of digitalization and trade relationships will likely be necessary. The positive correlation

between MSME cyber-readiness and productivity is at least a reassurance that this could be a starting

point for further investigation.

Building on the foundation laid by this study, future research could address the various limitations

and explore new avenues through:

Modifications to the Cyber-readiness Score: Future studies could incorporate additional
variables that capture other dimensions of international digital engagement and cyber threat
mitigation to provide a more relevant index of cyber-readiness as it applies to international
trade. Data availability, especially with a greater regional diversity, should also continue to
be explored

Causal Analysis: Employing methodologies that allow for causal inference, such as
instrumental variable techniques or natural experiments, could further elucidate the causal
impact of cyber-readiness on MSME productivity and trade.

Longitudinal Analysis: As more data become available, a longitudinal study covering a
broader time span could provide deeper insights into the evolving impact of cyber-readiness
on trade and productivity.

Sector-Specific Analysis: Examining the impact of cyber-readiness within specific sectors

could reveal industry-specific dynamics and inform targeted policy and business strategies.
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4. OBSERVATIONS ON MSME CYBER-READINES AND INTERNAITONAL TRADE

Overall, from the research, survey and attempt to develop an index for this paper, the authors have
made a number of observations related to MSME cyber-readiness and international trade. First,
government investments in essential infrastructure, such as reliable electricity and affordable
internet, are associated with enhanced digital readiness among MSMEs. Establishing these
fundamentals appears to correlate with improvements in cyber-readiness and trade facilitation when
complemented by national strategies or frameworks that align with international standards (Potomac
Institute for Policy Studies, 2015). However, as of 2023, only nine economies have been identified
as having “mature national frameworks” (International Telecommunication Union (ITU) &
World Bank, 2023).

At the individual level, effective cyber protection often relies on awareness and the proper
implementation of basic cyber hygiene practices (e.g., strong passwords, regular software updates,
and consistent data backups). The evidence indicates that improving information sharing and
training, especially initiatives designed to address the persisting gender imbalance in the digital
sector, could enhance MSME cyber-readiness. In this context, financial incentives such as grants,
subsidies, or tax breaks for digitalization and cybersecurity investments have been suggested to
play a supportive role (Cyber Readiness Institute, 2024).

Businesses themselves increasingly recognize their vulnerabilities to cyber incidents. For example,
more than half of MSMEs in the eight high-income economies surveyed by Hiscox in 2024 acquired
insurance policies against a cyber incident (Cyber Readiness Institute, 2024; Hiscox Ltd, 2023).
Further, as seen in the survey presented in this paper, there is interest by businesses to demonstrate
their cyber-readiness through certification that signals awareness and demonstrates capacity, for
example the United Kingdom’s Cyber Essentials or Cybersecure Canada initiatives. Greater access
to an affordable cyber-readiness signalling tool could benefit MSMEs.

Observations also suggest that the absence of robust reporting obligations for cyber incidents may
inhibit businesses from learning from past attacks and significantly hinders research. For instance,
during the January 2023 Hive ransomware incident, only about 20% of affected organizations
reported paying a ransom (Daniel, 2023). The available evidence highlights how enhanced data
collection and information sharing, including insights from emerging trends such as Al, which can
both increase risks and help identify system vulnerabilities, could contribute to more proactive risk

management.

5. CONCLUSION

This study embarked on an exploration of what cyber-readiness means and how to review its impact
on inclusive international trade participation by MSMEs. Based on the research, cyber-readiness was
defined to be the foundation underpinning digitization, digitalization and digital transformation. For

MSMEs, this includes digital literacy, affordable and reliable access to digital tools and infrastructure,
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access to digital finance and payment systems, access to software and systems, training for digital

skills development, and cybersecurity systems.

Following from this concept of cyber-readiness, a survey was administered online to contacts
engaged with the ITU to gauge how businesses and government representatives considered this
term. The results offered insights into the perception of cyber-readiness, however respondents
generally equated "cyber-readiness" with a narrower cybersecurity definition, suggesting a need for
a broader understanding. While the survey did not establish a direct link between cyber-readiness
and international trade, it revealed that many of the business respondents were highly
internationalized and viewed cybersecurity certification programs favorably for building trust and
business partnerships. However, challenges were raised such as concerns about costs of certification
and the need for greater awareness and familiarity with international standards. Developing
response plans for cybersecurity breaches can also enhance credibility with multinational clients and
came out as an issue to address. Overcoming these challenges can help MSMEs strengthen their
resilience and competitiveness in a digital, interconnected business environment. Policymakers have
shown support for MSMEs, but the survey highlights a need for comprehensive cyber training
programs. Finally, the survey suggests that establishing ethical guidelines and frameworks tailored

to MSMEs could address concerns and promote responsible Al use and adoption.

Lastly, a new cyber-readiness score was developed to try to explore if any relation with MSME trade
participation, and productivity, could be seen across 29 European economies over the years 2017 to
2019. Although no strong link with trade was found, cyber-readiness and MSME productivity showed
a positive correlation. This suggests that the benefits of cyber-readiness may manifest in aspects of
business performance not directly captured by trade volume metrics. It also suggests the importance
of digital security measures in bolstering operational efficiency and output, suggesting that
investments in cyber-readiness may be tied with productivity gains, but this requires formal

modelling and further research.

These findings are a first step. This research appears to indicate that policymakers and business
leaders should continue to prioritize enhancing cyber-readiness, especially within the MSME sector,
and new areas for future work are identified. This focus on cyber-readiness is particularly pertinent
in the digital age, where cyber threats pose increasing risks to business operations and economic

security.
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1 ANNEXES

1.1 Annex 1: ISO 27001 issued by economy, 2006-2024

Country

Afghanistan 2 1 3 3 343 11 2
Aland Islands 1
Albania 3 2 7 8 22 44 15 19 33 33 41 52 93 129
Algeria 1 1 2 4 5 1 1 1 1 1 2 3
Andorra 1 1 1 2 1 1 1 1 1 3
Angola 1 1 2 4 2 3
Argentina 1 1 6 4 8 24 33 40 23 52 88 57 48 38 57 118 100 144 81
Armenia 1 3 7 3 22 22 37 12 19 17 20 10 14 41
Aruba 1
Australia 59 55 63 55 82 9 113 138 157 176 531 404 264 325 562 775 717 1,012 2,217
Austria 16 23 32 37 54 59 28 75 87 91 146 146 157 81 188 75 253 75 413
Azerbaijan 2 2 2 5 2 3 3 5 9 12 22
Bahamas 2 1 1 1
Bahrain 3 5 8 12 8 6 15 20 26 27 24 24 26 44 53 45 43 51 44
Bangladesh 2 1 1 9 9 15 9 1 4 8 12 43 40 39 62 120
Barbados 1 1 1 2 1
Belarus 1 1 1 1 1 1 3 2 9 15 15 33 56 46 68 26
Belgium 4 9 15 19 26 29 31 47 43 53 98 127 9% 114 141 190 228 185 347
Belize 1 1 1 1 1 1 1 1 1 1
Benin 1 1 2
Bermuda 1 1 1 1 1 2 3
Bhutan 1 3 6 2 5 3 9




Country

Bolivia (Plurinational State of) 1 1 3 1 1 1 1 6 7 5 6 4 12 6 3 9
Bosnia and Herzegovina 4 4 2 7 9 9 13 17 27 24 31 51 64 58 60 86
Botswana 1 1 1 3 4 2 1 1 11 1 1

Brazil 10 25 40 48 2 50 53 82 85 9 117 170 110 133 148 165 279 309 373
Brunei Darussalam 1 1 2
Bulgaria 8 23 60 116 132 208 278 330 273 261 250 339 367 372 454 515 554 752
Burundi 1 1 1

Cabo Verde 1 1 1 2 4 1 1 1 2 2
Cambodia 1 1 1 4 1 2 3 6 5 8 8
Cameroon 1 1 1 1 3
Canada 1 5 13 21 26 50 62 66 66 94 133 276 118 148 200 295 261 240 354
Cayman Islands 5 3 1 2 1 6 13
Chad 1

Chile 2 3 7 10 13 18 23 24 24 32 49 64 54 77 89 74 85 123 134
China 75 146 236 459 509 664 790 965 1,210 1,469 2,618 5,069 7,199 8,356 12,403 18,446 26,301 4,108 33,359
Colombia 3 8 11 14 23 27 58 82 78 103 163 148 146 189 238 269 338 395 282
Comoros 1 2

Congo (the Democratic Republic of the) 2 3 3 2
Congo, Republic of 1 1 1 1 1 3 1 2 1 1 1
Costa Rica 2 5 6 7 7 10 22 4 21 21 6 2 5 13 8 15 14
Céte d'Ivoire 1 1 2 2 1 3 2 8 7
Croatia 2 5 10 22 24 32 58 69 9% 55 110 123 138 190 302 333 300 325 379
Cuba 1 1 2

Curagao 2
Cyprus 3 4 5 9 16 9 13 1 32 32 39 42 59 61 78 116
Czech Republic 27 77 88 264 529 301 264 399 276 381 507 463 543 462 394 671 713 711 703
Denmark 3 4 4 9 6 5 7 8 13 29 68 57 48 69 81 120 145 130 157




Country

Djibouti 2 1 1 1
Dominica 1 1
Dominican Republic 8 5 6 6 6 5 7 12
Ecuador 1 8 9 13 1 28 42 64
Egypt 20 25 14 18 21 28 37 78
El Salvador 1 4 3 4 5 1 5 5
Estonia 4 9 10 17 28 32 51 49
Eswatini 1 2 6 1 1
Ethiopia 1 2 3 5
Faroe Islands (the) 1
Fiji 2 1 1 1 1 2
Finland 54 72 66 102 180 139 183 162
France 209 342 351 392 606 927 1,019 791
French Polynesia 1
Gabon 3 1 1
Gambia 3 1 1 1 1

Georgia 2 2 2 3 3 6 6 21
Germany 1,338 1,339 1,175 1,281 1,673 1,582 1,563 2,444
Ghana 13 14 30 42 62 59 82 97
Gibraltar (UK) 3 3 1 5 4 4 3
Greece 150 727 336 454 474 477 576 1,410
Greenland 1
Grenada 412
Guadeloupe 2
Guatemala 5 6 7 13 16 19 18 17
Guernsey 3

Guinea




Country

Guyana 1 1

Haiti 1 1 1 1 1 1
Honduras 1 1 1 5 3 1 4 6 5 5 10 3
Hong Kong, China 29 36 59 72 78 99 110 124 125 141 173 182 72 158 186 216 243 184 214
Hungary 54 81 135 146 151 178 199 280 295 323 421 472 484 554 #N/A 661 680 718 622
Iceland 10 11 13 16 20 21 20 26 31 29 57 60 39 48 52 4 53 2 44
India 369 508 813 1,240 1,281 1,427 1,611 1,931 2,168 2,490 2,902 3,272 2,161 2,309 2,226 2,775 2,969 3,877 6,758
Indonesia 2 3 7 13 22 29 35 48 62 65 115 222 163 274 542 702 822 783 1,339
Iran, Islamic Republic of 1 1 6 7 13 4 9 23 23 23 16 20 23 14 4 12
Iraq 10 1 1 1 15 39
Ireland 6 7 10 21 24 30 48 54 131 140 175 209 214 221 89 361 214 123 265
Isle of Man 6
Israel 24 61 78 86 110 130 185 201 246 416 345 439 695 837 1,056 1,467 1,712 1,694
Italy 175 148 233 297 374 425 495 901 969 1,013 1,220 958 1,041 1,365 1,827 1,924 2,424 3,176 3,284
Jamaica 1 1 10 11 1 1 1 1 1 2 2
Japan 3,790 4,896 4,425 5,508 6,237 6,914 7,199 7,140 7,171 8,240 8,945 9,161 5,093 5,245 5,645 6,587 6,987 5,599 6,644
Jersey 16
Jordan 1 1 1 2 1 3 2 2 1 7 44 14 23 24 30 30 46 49
Kazakhstan 3 4 3 3 5 8 7 7 12 30 15 9 16 18 23 12 35
Kenya 1 1 4 12 6 11 7 14 14 26 27 32 62
Korea, Democratic People's Republic of 95 1 1 2 1 1 2 2 34 27
Korea, Republic of 50 77 9 174 166 191 230 252 288 305 364 369 353 442 438 460 451 607 918
Kosovo 63
Kuwait 4 6 7 10 18 15 17 15 18 20 13 21 30 29 44 58 40 71 125
Kyrgyzstan 1 1 2 1 1 5
Lao People's Democratic Republic 1 2 4 3 2 2 2 4 1 2
Latvia 1 2 6 9 9 18 24 24 30 42 36 45 48 58 73 77 57




Country

Lebanon 1 1 1 3 3 3 1 2 4 7 8 14 13 14 16 11 23
Lesotho 1 1

Liberia 1
Libya 1 2 3 2
Liechtenstein 1 1 1 2 5 7
Lithuania 2 3 7 11 14 19 23 25 35 43 85 92 56 88 107 59 80 99
Luxembourg 1 2 2 2 5 8 7 5 7 10 20 25 24 27 17 43 53 47 58
Macao 2 5 2 7 9 12 13 15 16 19 13 14 13 18 21 18 11 2 8
Madagascar 1 3
Malawi 1 1 1 3

Malaysia 18 23 34 38 60 72 100 181 232 240 260 317 276 314 290 290 366 336 677
Maldives 1 1
Mali 1 1 1 2 1 1
Malta 1 1 1 2 2 5 7 7 7 53 18 18 26 32 33 66 54 82
Marshall Islands 1 1
Mauritius 1 2 3 4 8 11 9 8 12 17 16 17 19 22 25 26 22
Mexico 9 13 31 49 56 70 75 80 9% 104 221 315 218 252 258 279 385 589 475
Micronesia (Federal States of) 1

Moldova, Republic of 1 1 1 2 2 1 1 3 7 7 10 2 10 4 11 13 4 6 15
Monaco 2 2 3 1 5 6 6 7
Mongolia 1 1 1 2 2 2 3 5 4 7 45 75
Montenegro 1 5 1 2 11 11 9 3 10 26 40
Morocco 2 2 1 5 7 9 5 18 28 30 12 16 34 42 40 35 36
Mozambique 1 1 1 1 1 2 2 2 1 5
Myanmar 1 1 1 1 1 2 2 5 7 12
Namibia 4 6
Nepal 1 1 1 1 1 4 5 14 19 17 40




Country

Netherlands 41 41 56 76 97 125 190 316 335 455 670 913 788 938 1,326 1,508 1,741 1,349 1,568
Netherlands Antilles (NL) 1 1 1

New Zealand 1 1 4 5 5 5 5 12 1 7 27 28 17 39 66 79 89 67 154
Nicaragua 6 3
Niger 1 2

Nigeria 5 9 12 16 39 49 54 43 55 62 93 105 144 162
North Macedonia 74
North Macedonia 1 1 4 6 7 7 5 9 9 13 13 27 74
Norway 15 22 16 17 25 31 16 26 70 49 81 87 74 98 120 127 169 171 230
Oman 3 4 3 8 9 11 10 11 8 7 20 12 19 18 23 31 30 27 64
Pakistan 1 4 12 28 18 19 16 17 28 31 29 35 34 32 35 83 127 177 183
Palau 1

Palestine 1 1 1 1 1 1 1 1 2 3
Panama 1 1 2 1 2 8 1 2 3 4 6 14 24
Papua New Guinea 1 1 2 2 5 7
Paraguay 2 1 2 2 3 2 5 9
Peru 1 1 2 6 9 5 7 9 12 22 32 43 49 79 85 61 107 161 193
Philippines 10 24 27 47 38 59 66 73 47 38 168 174 % 102 110 139 122 127 155
Poland 1 45 75 187 229 233 279 307 310 448 657 705 700 652 710 876 789 846 1,410
Portugal 1 4 4 5 17 20 34 58 55 56 % 112 85 121 90 101 106 208 170
Puerto Rico 2 2 2 2 2 2 2 1 1 2 1 1 5
Qatar 1 3 6 9 7 23 28 35 40 39 38 45 58 66 %0 90 135
Réunion 1
Romania 4 16 44 303 350 575 866 840 893 1,078 513 440 585 654 729 951 1,043 1,510 792
Russian Federation 5 9 17 53 72 31 27 48 43 55 62 78 70 81 90 95 30 25 53
Rwanda 1 1 2 4 1 4 4 5 6 9 7
Saint Kitts and Nevis 1




Country

Saint Lucia 1 1 1

Saint Vincent and the Grenadines 1 1 1 1 2 3
San Marino, Republic of 1 1 1 1 1 1 1 5
Saudi Arabia 12 15 18 21 23 37 46 59 72 65 63 69 80 97 93 101 146 321 538
Senegal 1 1 2 2 3 2 2 6 6 8
Serbia 3 8 9 25 43 101 142 146 133 223 258 351 450 558 555 560
Seychelles 1 1 1 1
Sierra Leone 1 1 1 1 1 1 1
Singapore 7 17 36 41 43 68 65 84 84 93 112 123 106 378 222 230 286 233 689
Slovakia 4 12 28 50 70 111 127 159 162 232 212 173 181 219 142 259 283 283 355
Slovenia 5 12 16 27 33 31 13 49 58 50 57 70 80 31 131 45 141 164 226
Solomon Islands 1 1 1 2
Somalia 1 2 3 4
South Africa 5 8 10 14 14 14 22 35 22 18 52 69 53 72 77 106 111 106 236
Spain 23 93 203 483 711 642 805 799 698 676 752 803 726 938 997 949 1,561 1,582 2,425
Sri Lanka 13 6 10 23 21 42 27 37 33 26 33 37 23 59 68 67 82 83 75
Sudan 2 2 1 1 1 1 1 1 3 3 3 3 2 2

Suriname 3 4 2 3 2 3 3 2 3
Svalbard and Jan Mayen 5

Sweden 20 55 18 30 30 37 32 49 45 61 160 148 111 101 146 198 193 232 392
Switzerland 34 32 58 57 61 66 65 111 131 105 145 171 185 226 274 318 385 409 375
Syrian Arab Republic 2

Chinese Taipei 159 256 702 934 1,028 791 855 918 781 939 1,087 994 827 704 895 1,129 1,383 1,943
Tajikistan 1 1 1 1 1

Tanzania, United Republic of 1 1 3 2 6 7 3 3 2 5 10
Thailand 7 9 16 34 39 76 9% 125 143 189 218 287 239 309 354 370 466 233 496
Timor-Leste 1




Country

Togo 2 1 2 2 2 1 1

Trinidad and Tobago 1 1 1 1 2 2 1 1 1 1 5
Tunisia 2 1 2 8 5 8 12 15 18 21 27 32 16 21 35
Turkiye 10 27 33 86 117 100 132 181 224 268 500 531 707 729 881 706 774 983 3,202
Turkmenistan 1 1 2 2
Turks and Caicos Islands (the) 1
Uganda 1 1 2 3 1 4 12 15 19
Ukraine 1 1 3 5 1 6 7 12 9 12 22 47 49 55 59 75 87 87 97
United Arab Emirates 14 15 27 53 57 73 96 123 131 179 199 345 208 230 235 272 256 298 563
United Kingdom 486 519 738 946 1,157 1,464 1,701 1,923 2,253 2,790 3,367 4,503 2,444 2,818 3,327 5,256 6,084 3,630 4,455
United States of

America 69 9 168 252 247 315 415 566 654 1,247 1,115 1,517 911 757 1,058 1,742 1,980 1,898 4,260
Uruguay 1 1 4 4 7 7 8 11 21 28 31 13 19 13 48 59 75 61
Uzbekistan 1 1 1 3 14
Vanuatu 1 1 1 1 1 3
Venezuela 1 1 8 4

Viet Nam 1 2 7 5 21 36 44 39 9% 70 64 198 113 327 348 375 293 293 430
Virgin Islands (British) 1
Yemen 1 4
Zambia 1 2 1 2 4 3 4 4 4 3 7
Zimbabwe 1 1 1 3 2 3 3
Total 5,797 7,732 9,246 12,935 15,178 16,800 18,920 21,604 23,005 27,536 33,290 39,501 31,872 36,304 44,443 58,637 71,491 47,229 96,781

Note: Certificates are issued by accredited certification bodies. Reporting is not standard in all of these bodies and therefore these figures are illustrative and do not include
all certificates issued.

Source: IAF ISO Survey ISO Survey | Powered by IAF CertSearch



https://www.iafcertsearch.org/analytics/iso-survey

1.2 Annex 2: ISO 27001 Certificates by Sector, 2006-2024

1SO/IEC 27001 BY INDUSTRIAL

SECTOR
Agriculture, fishing 1 a5 1 13 8 14 13 13 10 9 5 1 18 16 13 20 13 13 1
Mining and quarrying 1 3 6 2 12 31 34 25 8 9 7 1 80 13 10 15 10 84
Food products, beverages and
tobacco 3 14 1 10 6 8 10 2 10 12 61 17 2 181 2 a7 85 283 172
. . 1,14
Textiles and textile products 1 1 3 3 2 12 10 4 10 132 11 20 499 37 84 ) 3 622
Leather and leather products 1 2 s 1 2 1 1 2 2 2 3 6 5 4
Wood and wood products 1 3 5 4 4 1 12 12 12 1 1 6 20 21 1
Pulp, paper and paper products 2 6 6 7 4 7 13 17 15 9 10 12 s 38 12 19 30 46 5
Publishing companies 1 5 6 10 1 20 18 22 20 1 10 17 22 22 18 21 20 26 4
Printing companies 34 8 30 62 78 101 121 148 126 143 130 187 130 168 164 172 177 164 8
Manufacture of coke & refined
petroleum products 3 6 9 8 3 s 4 14 10 4 3 7 22 20 10 13 16 13 10
Nuclear fuel 1 1 2 = 1 1 2 1 2 2 2 1
Chemicals, chemical products &
fibres 7 3 3 9 9 9 11 2 12 10 18 20 38 30 2 31 58 6 6
Pharmaceuticals 1 3 4 6 3 3 6 6 9 9 6 8 3 16 22 16 12
Rubber and plastic products 7 s 10 15 16 16 36 14 16 2 36 38 5 21 45 114 138 43
Non-metallic mineral products 1 3 1 16 8 5 13 3 7 1 5 8 7 2 18 17 2
Concrete, cement, lime, plaster, etc. 1 1 1 6 6 14 27 25 26 13 17 7 4 5 s 1 19 55
Basic metal & fabricated metal
products 10 5 2 16 25 28 36 50 42 37 51 50 55 121 108 71 219 214 85
Machinery and equipment 18 10 9 29 31 36 43 52 66 51 68 73 104 99 102 113 132 171 60
Electrical and optical equipment 38 58 50 135 21 280 342 289 287 296 311 316 227 368 388 477 602 579 513
Shipbuilding 2 5 3 3 4 8 4 1 2 1 16 3 5 22 17 26
Aerospace 7 12 22 24 17 22 18 19 21 27 29 12 19 13 21 9 18 6
Other transport equipment 1 3 2 4 4 7 4 25 10 19 27 13 15 15 42 19 52 64 33
Manufacturing not elsewhere
classified 4 14 2 5 5 23 8 5 7 6 13 2 18 38 18 25 43 33 8
Recycling 2 10 4 11 32 a4 61 72 57 36 57 49 57 59 52 60 45 56 19
Electricity supply 8 10 1 20 9 12 15 a5 38 34 61 87 64 140 129 120 181 150 99
Gas supply 2 2 4 3 2 6 6 10 10 12 25 28 a4 22 19 19 22 20
Water supply 1 1 2 1 13 13 10 23 24 23 19 20 8 53 10 63 62 16 88
Construction 55 17 12 127 266 350 409 396 454 186 216 193 309 410 417 527 589 773 96

Wholesale & retail trade; repairs of
motor vehicles, motorcycles &

personal & household goods 12 38 26 93 164 214 215 224 206 198 202 283 304 366 204 562 475 560 265
Hotels and restaurants 2 4 6 10 E?) 4 5 2 6 7 10 9 2 14 17 31 21 20
Transport, storage and

o 690 7,51 108 10
communication 60 70 63 170 184 201 288 322 327 301 401 930 369 989 620 9 1 3 58

Financial intermediation, real estate,

rental 47 54 68 148 185 113 138 169 187 197 250 344 276 560 564 645 638 701 348
. 12 11 20 32 35 45 50 49 55 65 74 68 85 101 106 119 11 46
Information technology 890 36 52 86 17 88 58 59 33 73 78 78 2 62 67 a4 16 91 7
Engineering Services 25 33 48 173 122 126 189 211 217 201 25 382 291 369 399 630 532 647 288
: 14 13 14 135 169 166 160 10

Other Services 189 204 228 380 579 564 755 849 867 959 32 69 893 35 9 3 7 4 97

Public administration 23 33 79 181 79 106 155 192 191 212 235 185 281 272 321 338 382 n 255




Education 8 9 25 47 75 65 102 101 83 104 109
Health and social work 14 10 61 102 102 145 201 201 215 231 220
Other social services 8 13 16 46 54 75 98 106 102 125 163

216

105

137

155

176

408

195

187 262 232 207 187
389 393 382 300 598
188 219 262 616 220

Note: Certificates are issued by accredited certification bodies. Reporting is not standard in all of these bodies
and therefore these figures are illustrative and do not include all certificates issued.

Source: IAF ISO Survey ISO Survey | Powered by IAF CertSearch



https://www.iafcertsearch.org/analytics/iso-survey

1.3

Annex 3: Components of the Eurostat digital intensity score

2017

2018

2019

Enterprises where more than 50%
Of the persons employed used
computers with access to the
internet for business purposes.

Enterprises where more than 50%
Of the persons employed used
computers with access to the
internet for business purposes.

Enterprises where more than 50%
Of the persons employed used
computers with access to the
internet for business purposes.

Employ ICT specialists

Employ ICT specialists

Use at least 3 ICT security
measures

The maximum contracted
download speed of the fastest
internet connection is at least 30
Mb/s

The maximum contracted download
speed of the fastest internet
connection is at least 30 Mb/s

The maximum contracted
download speed of the fastest
internet connection is at least 30
Mb/s

Provide more than 20% of the
employed persons with a
portable device that allows
internet connection via mobile
telephone networks for business
purposes

Provide more than 20% of the
employed persons with a portable
device that allows internet
connection via mobile telephone
networks for business purposes

Provide more than 20% of the
employed persons with a portable
device that allows internet
connection via mobile telephone
networks for business purposes

Have a website

Have a website

Enterprises make persons
employed aware of their
obligations in ICT security related
issues

Website has at least one of
description of goods or services,
price lists; possibility for visitors
to customise or design online
goods or services; tracking or
status of orders placed:
personalised content in the
website for regular/ recurrent
visitors

Website has at least one of
description of goods or services,
price lists; possibility for visitors to
customise or design online goods or
services; tracking or status of orders
placed: personalised content in the
website for regular/ recurrent
visitors

Received electronic orders (web or
EDI) from customers from other EU
countries

use any social media

Website has links or references to
the enterprise’s social media
profiles

use any social media

Have Enterprise Resource
Planning (ERP) software package
to share information between
different functional areas

Buy medium-high call center (CC)
services

Have Enterprise Resource Planning
(ERP) software package to share
information between different
functional areas

Have Customer Relationship
Management (CRM)

e-Invoices sent, suitable for
automated processing

Have Customer Relationship
Management (CRM)

Share supply chain management
information electronically with
other enterprises, either suppliers
or customers

Pay to advertise on the Internet

use social media for at least two
purposes

Used any computer networks for
sales (at least 1%)

Used any computer networks for
sales (at least 1%)

Used any computer networks for
sales (at least 1%)

Enterprises where web sales are
more than 1 % of the total
turnover and B2C web sales more
than 10% of the web sales

Enterprises where web sales are
more than 1 % of the total turnover
and B2C web sales more than 10%
of the web sales

Enterprises where web sales are
more than 1 % of the total
turnover and B2C web sales more
than 10% of the web sales

*Highlighted cells indicate a change compared to the previous year.
Source: (Eurostat, n.d.)




1.4 Annex 4: WEF GCI Legal framework's adaptability to digital business models

Economy 2017 2018 2019
Austria 4.241758 4.241758 4.241758
Belgium 3.695652 3.695652 3.695652
Bulgaria 3.35 3.35 3.35
Croatia 2.721519 2.721519 2.721519
Cyprus 3.485714 3.485714 3.485714
Czech Republic 3.592592 3.592592 3.592592
Denmark 4.392405 4.392405 4.392405
Estonia 5.28 5.28 5.28
Finland 5.133333 5.133333 5.133333
France 3.932432 3.932432 3.932432
Germany 5.0875 5.0875 5.0875
Greece 2.633803 2.633803 2.633803
Hungary 3.194805 3.194805 3.194805
Iceland 4.676923 4.676923 4.676923
Ireland 4.081633 4.081633 4.081633
Italy 3.128981 3.128981 3.128981
Latvia 2.956522 2.956522 2.956522
Lithuania 4.255319 4.255319 4.255319
Luxembourg 5.675 5.675 5.675
Malta 4.22449 4.22449 4.22449
Netherlands 5.135135 5.135135 5.135135
Norway 4.714286 4.714286 4.714286
Poland 3.550505 3.550505 3.550505
Portugal 3.597015 3.597015 3.597015
Romania 3.989583 3.989583 3.989583
Slovak Republic 3.330097 3.330097 3.330097
Slovenia 3.872093 3.872093 3.872093
Spain 3.695652 3.695652 3.695652
Sweden 5.230769 5.230769 5.230769

Source: WEF



1.5 Annex 5: Boxplots of the four components of the Cyber-readiness Score for the

years 2017, 2018 and 2019.
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1.1 Annex 6: Index variables correlation matrix
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